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Abstract: Continuous power supply is crucial for
maintaining critical systems' uninterrupted functioning
during power disruptions. A Kkey element of the
Uninterrupted Power Supply (UPS) system is its battery,
which supplies power in times of outages. Effective UPS
battery management is vital to ensure system
dependability. This article introduces a groundbreaking
technique for UPS battery supervision using remote
monitoring via the Simple Network Management
Protocol (SNMP).

The suggested method utilizes SNMP to remotely
supervise and control UPS battery parameters, enabling
real-time monitoring of battery voltage levels, current
consumption, temperature, and other essential metrics
without the need for physical presence. Proactive
identification of potential battery issues, such as low
charge levels or unusual temperature fluctuations, can be
achieved through SNMP traps and queries.

SUMMARY

This paper outlines a comprehensive approach to UPS
battery management through SNMP-based remote
monitoring. By harnessing the power of networked
communication and real-time data analysis, the
proposed system enhances the reliability and
efficiency of UPS battery operations, contributing to
the overall stability of critical systems.

To apply this solution, sensors equipped with SNMP
capabilities are deliberately positioned within the UPS
battery subsystem. These sensors gather data
continuously and send it to a central SNMP manager.
This manager processes the information, and if
predefined thresholds are surpassed, alerts or
notifications are issued to administrators. Additionally,
historical data is recorded for trend analysis and
capacity planning purposes.

This method’s advantages include lower maintenance
expenses since onsite battery inspections are
minimized and swifter reaction times to battery-related

anomalies. Moreover, incorporating SNMP-based
remote monitoring into UPS battery management
systems enables seamless integration with existing
network infrastructure.

INTRODUCTION

The paper [1] presents an innovative architectural
framework that aims to seamlessly integrate Simple
Network Management Protocol version 3 (SNMPv3)
and the widely recognized ISO/IEEE 11073 (X73)
standard for efficient management of technical data in
home-based telemonitoring environments. At the core
of this framework lies the SNMPv3-proxyX73 agent,
equipped with a customized Management Information
Base (MIB) module designed to align with the X73
standard.

In this envisioned scenario, medical devices (MDs)
assume a pivotal role by transmitting vital data to a
central concentrator device, referred to here as the
compute engine (CE), employing the X73 standard.
This transmitted data, combined with supplementary
information gathered within the CE, is methodically
organized within the specially crafted MIB.

The ultimate goal of this architectural innovation is to
enable remote access to the consolidated information
via an SNMP connection. This configuration ensures
the efficient and secure management of technical data
in home-based telemonitoring setups, granting
healthcare professionals and caregivers the ability to
remotely access critical information when needed.
The paper [2] presents a prototype of a lightweight
monitoring system employing the agent-manager
model. Through our testing, we have shown that this
prototype system generates notably smaller packet
sizes when compared to an SNMP-based monitoring
system offering the same functionality. Additionally,
the prototype showcases minimal CPU and memory
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usage, even when tasked with monitoring a large
number of devices.

This research opens up a promising path for efficient
and  resource-efficient  monitoring  solutions,
emphasizing the advantages of embracing this
lightweight approach in the realm of network
management.

In the paper [8], author present an innovative concept
for a remote intelligent monitoring system that
converges embedded technology, MANT technology,
sensor technology, and Internet technology. This
cutting-edge solution is born from a meticulous
analysis of wireless sensor networks and the
application of the MANT protocol in the realm of
intelligent monitoring. Author commences with an in-
depth examination of the hardware components and
software architecture underpinning the wireless
sensor. Subsequently, we delve into the intricate
utilization of the MANT protocol in the context of
intelligent monitoring. This multifaceted approach
promises to revolutionize the landscape of remote
monitoring, offering a fusion of advanced technologies
for enhanced efficiency and effectiveness.

To develop an advanced monitoring system [10]
capable of offering comprehensive insights into
service availability, network conditions, uptime, and
downtime, author have chosen to leverage the Simple
Network Management Protocol (SNMP) as protocol
monitoring system in this research. However, given
that SNMP generates monitoring data in a raw data
format, it becomes imperative to employ intermediary
applications. These applications play a vital role in
enhancing the efficiency of the monitoring process and
visualizing the data through graphical representations.
To further enhance the optimization of our monitoring
system, our research encompasses the design,
fabrication, and rigorous testing of a comprehensive
technique covering all interfaces within the agent. The
primary objective of this testing regimen is to assess
the availability of devices and system functionality
through a series of meticulous examinations. These
examinations encompass a diverse array of tests,
including application testing, network mapping,
evaluation of network conditions, analysis of TCP
traffic, bandwidth optimization, and even the
implementation of SMS notifications.

Uninterruptible Power Supply (UPS) batteries play a
vital role in contemporary networks. They protect your
data in the event of commercial power failure. But,

they can only do this if they work reliably. To assure
that your UPS batteries will run smoothly when
needed, it is important to monitor them continuously -
effective network management and monitoring have
become a must for large and small enterprises. These
batteries are integral components within most modern
systems. To facilitate effective management and data
collection from UPS batteries, remote monitoring
devices often leverage SNMP (Simple Network
Management Protocol). SNMP serves as a robust
communication protocol for gathering essential
information from UPS batteries and relaying it to
users.

This utilization of SNMP provides numerous
advantages, primarily enabling data-driven decision-
making. Instead of relying on guesswork or conjecture
to assess the status of UPS batteries, SNMP allows for
the collection of precise information. This information
includes crucial UPS performance metrics, which are
essential for ensuring the uninterrupted operation,
availability, and reliability of these critical power
sources.

Incorporating SNMP monitoring into your network
infrastructure  is  indispensable for proactive
maintenance and enhancing uptime reliability.
Furthermore, it empowers you to make informed
decisions regarding power system upgrades to better
handle extended outages. The SNMP monitoring
system establishes a seamless exchange of information
between UPS units and monitoring devices, offering
comprehensive visibility into the status and
performance of your remote Dbatteries. This
comprehensive oversight is pivotal for optimizing the
functionality of your UPS batteries and safeguarding
the continuity of your network operations.

WMonitoring

Device

Figure 1: Data exchange between UPS and Monitoring
Device using SNMP Protocol

Factors that Makes Remote Battery Monitoring
Crucial:
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The expansion of high-capacity and high-reliability
backup power systems brings with it several
ownership expenses. A standard, mission-critical
battery demands routine maintenance checks by staff
who conduct visual assessments, evaluate electrical
parameters connected to UPS health, and create
reports for network maintenance supervisors to
analyse.

By adhering to the battery manufacturer's
recommendations regarding environmental controls,
charging rates, and regular upkeep, your UPS can be
expected to have a lifespan of 4 to 10 years, providing
dependable discharge performance when necessary.
However, in reality, factors like environmental
conditions (e.g., temperatures) may exceed acceptable
levels, charging systems can be less than ideal, and
maintenance timetables may be reduced or abandoned
to decrease expenses. At best, routine maintenance and
evaluations are conducted 2 to 4 times annually, with
reports commonly submitted on paper that often goes
unread and is unlikely to be incorporated into a
centralized database.

Manual battery testing practices are typically executed
only a few times per year if they're performed at all.
The data from these measurements can vary
substantially between site visits due to factors such as
the equipment used, the precise locations where probes
were placed on the battery, and the technician's
proficiency.

This inconsistency can hinder businesses from
conducting proactive  maintenance, battery
replacements, and effective inventory management.
As a result, the actual life expectancy and run-time of
batteries frequently fall short of what was anticipated
upon purchase.

This might hinder corporations from taking
preemptive measures, such as maintenance, battery
substitution, and stock supervision. As a result, actual
battery lifespan and performance frequently fail to
meet the expectations set at the time of purchase. Due
to these factors, implementing an automated system
for collecting and evaluating UPS battery metrics is
crucial, ensuring steady and continuous data.

Remote battery monitoring systems can gather,
compile, and assess UPS battery information to
minimize maintenance trips while enhancing network
dependability and prolonging average battery life,
contributing to reduced operational expenses. Sensor-
driven testing offers precise and consistent data that

can be examined by a UPS monitoring instrument to
detect degradation before they escalate into issues,
ultimately saving both time and money.

SNMP (Simple Network Management Protocol)
serves as an internet-standard procedure for acquiring
and organizing details about managed devices on IP
networks and for altering that information to influence
device operations. Remote monitoring devices
compatible with SNMP can obtain data concerning the
status of a UPS, issue notifications when limits are
exceeded, and execute specific alterations to the UPS
from afar.

Before embarking on any other steps, ensure that your
UPS devices can be successfully monitored by
verifying the following:

1. Your UPS batteries are compatible with SNMP
protocol.

2. You possess an SNMP-enabled UPS monitoring
apparatus in place for receiving or initiating SNMP
commands when acquiring data from the UPS.

The various actions that can be performed through the
monitoring tool are as follows:

* SNMP Get

A specific data item from the UPS (such as input
voltage) can be obtained by issuing a Get command to
the corresponding device.

* SNMP Set

If supported by the monitoring device, the Set
command is used to modify a configuration item of the
UPS.

* SNMP Trap

While Gets and Sets are explicit commands initiated
from the monitoring device, a Trap is an alert triggered
by the monitored device when a configured condition
occurs, for example, when the UPS switches to battery
power. Essentially, the Trap is a message from the
UPS directed towards the monitoring device.

To promptly receive notifications and processed trap
messages upon detecting an issue, configure your UPS
to send traps to the monitoring device. SNMP traps are
particularly effective for detecting sudden voltage
drops and other unexpected problems.

Traps
Monit-
 Get/ Get Bulk/Get subtree aring
- Device
o Set

-
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Figure 2: Primary functions to exchange data between
UPS and Monitoring Device

Monitoring systems typically incorporate reporting
features, which should be adaptable in nature. This
enables the customization of alert recipients, timing,
and types of notifications (such as emails and text
messages), as well as the exclusion of specific alarms
from generating alerts. When evaluating a UPS battery
monitoring device, it is essential to consider the
reporting functionality it offers.

MIB Hierarchy and OID Framework

The Simple Network Management Protocol (SNMP)
is a communication method utilized for relaying
information presented by the Uninterruptible Power
Supply (UPS). This management information is
arranged in hierarchical configurations and is defined
within a system known as the Management
Information Base (MIB).

Data elements accessible through the MIB are
determined by the UPS manufacturer rather than
SNMP. These management data components, referred
to as variables, are stored in structured groupings
called Object Identifiers (OIDs).

To receive notifications for specific events, such as the
UPS switching to battery power, it is essential to
identify and configure the corresponding OID within
your monitoring equipment. By fine-tuning your
monitoring solution to identify and comprehend the
desired alerts, you can utilize the device's inherent
configuration capabilities to:

 Establish suitable thresholds, ensuring that state
changes in the UPS are recognized or obtained by the
tool only when specific conditions are met.

* Adapt the monitoring application settings to
determine how the tool processes received alarm data.

Setting Up SNMP Monitoring for UPS: A Guide
Outlined below are general guidelines to establish
UPS SNMP monitoring on your monitoring
equipment. Take note that the actual procedures may
differ based on your specific monitoring device, so it
is advised to consult your vendor's documentation
before commencing.

1. Determine the management data elements that
require monitoring and reporting.

2. Verify if your UPS is SNMP-compatible.

3. Ascertain the availability of an MIB browser to
access your UPS MIB information.
4. Your monitoring device should possess a function
for adding SNMP entities, such as your UPS device.
Within this section, you should be able to explore or
view the MIB hierarchy to determine if the items (e.g.,
UPS batteries) you want to monitor are present. If they
exist, proceed to step 6.
5. Contact your manufacturer in case the UPS item
isn't found within your device's MIB hierarchy, in
order to obtain the UPS MIB and integrate it with your
monitoring system.
6. After integration, MIB definitions should appear
within the structure, allowing you to choose specific
OIDs for monitoring purposes.
7. Set up your monitoring equipment to manage
SNMP notifications sent from UPS batteries. This
process is often referred to as configuring an "SNMP
Trap Handler" or "Trap Receiver." It is recommended
to refer to your device vendor's documentation for
guidance on these configurations.
8. For your monitoring device to establish
communication with the UPS, you need to configure
various essential SNMP settings. Although each tool
might have a slightly different approach, it is crucial to
set up the community string for the devices, which will
change depending on the SNMP version utilized.
9. Once the OIDs are determined, set up the
monitoring tool to request UPS status information and
obtain traps from it. Additionally, tailor polling
frequency according to data collection needs. Use
gathered data to discern if creating an alert or
preserving status details for trend examination is
necessary. Remember that triggering alerts or
performing actions rely significantly on your
monitoring device's capabilities.
10. Evaluate polling and trap observation efficiency by
generating particular events like disconnecting a
battery during a test case.
11. Fine-tune your system by periodically examining
alert frequencies and categories to identify if any
changes to the monitoring settings are required:
e Confirm the usefulness of generated events or
alerts
e Consider monitoring extra management data
elements if needed
e Be cautious not to poll excessively, resulting in
avoidable "noise"

IJIRT 161553 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 604



© September 2023| IJIRT | Volume 10 Issue 4 | ISSN: 2349-6002

e Validate proper alarm threshold settings to

conserve operational effectiveness
The iReasoning MIB browser, a robust and user-
friendly instrument powered by iReasoning SNMP
API, is an essential resource for engineers in managing
SNMP-enabled network devices and applications.
This MIB browser enables users to import standard,
proprietary, and even some improperly formatted
MIBs while also permitting them to execute SNMP
requests to obtain data from SNMP agents or modify
agent settings. Additionally, an integrated trap receiver
can accept and process SNMP traps as per its rule
engine guidelines.

Main Window of Trap Receiver:

-
b Trap Receiver [l
Operations  Tools Database
@ a4
Description Source Time Severity
trapOID: .iso.org.dod.internet. mgmt. mib-2.inte.., (192,168,2,21  |2012-10-19 22:02:08 Medium >
trapOID: .iso.org.dod.internet. mgmt. mib-2.inte... (192.168.2.21  |2012-10-19 22:01:48
trapOID: .iso.org.dod internet. mgmt.mib-2.inte... [192.168.2.21 |2012-10-19 21:49:13
trapOID: .iso0.0rg.dod internet. mgmt. mib-2.inte... [192,168.2.21  |2012-10-19 20:41:43
iy anom: dn intarnat momt mih.inta (197 162 221 19012.10.18 90.40.5
vy
Source: 102.168.2.21 Timestamp: 1 minute 43 seconds SNMP Version: 2

Trap OID: iso org dod internet mgmt.mib-2 interfaces ifTable ifEntry ifAdminStatus
Variable Bindings:

Name: iso. org dod internet. mgmt. mib-2 system.sysUpTime. 0
Value: [TimeTicks] 1 mimute 43 seconds (10333)

Name: snmpTrapOID

Value: [OID] ifAdminStatus

Trap receiver window is divided into two parts. The
upper part displays summaries of traps. The lower part
displays detail information of the selected Trap.

System Architecture for UPS Battery Management:
The system architecture for UPS battery management
using SNMP-based remote monitoring typically
comprises the following components:

UPS Units: These are the UPS systems deployed at the
site, each  equipped with  SNMP-capable
communication modules. These modules collect data
from the UPS and make it accessible via the network.

SNMP Manager: The SNMP manager serves as the
central control point for monitoring and managing
UPS batteries. It uses SNMP to query UPS devices for
data and sends SNMP traps to receive alerts and
notifications.

Monitoring Software: Specialized software is used to
visualize UPS battery data, set thresholds, and

generate reports. This software allows administrators
to monitor multiple UPS units simultaneously from a
single interface.

Remote Access: Authorized personnel can access the
monitoring software from anywhere with an internet
connection, providing the flexibility to monitor UPS
batteries remotely.

Benefits of SNMP-Based UPS Battery Management
Implementing SNMP-based remote monitoring for
UPS battery management offers numerous benefits:

Proactive Maintenance: Real-time data and alerts
enable proactive maintenance, reducing the risk of
unexpected battery failures and downtime.

Cost Savings: Remote monitoring minimizes the need
for on-site visits, saving time and resources in
managing UPS systems.

Enhanced Reliability: By ensuring UPS batteries are
in optimal condition, SNMP-based monitoring
contributes to increased system reliability and uptime.

Improved Decision-Making: Access to historical data
and trend analysis helps administrators make informed
decisions about battery replacement and system
upgrades.

Flow of Communication is as below:

Data Gathering: SNMP-enabled sensors maintain
continuous surveillance of battery parameters,
collecting essential data. At predetermined intervals,
these sensors respond to SNMP GET requests initiated
by the SNMP manager, targeting specific Object
Identifiers (OIDs) associated with battery metrics.

SNMP Queries: The SNMP manager dispatches
SNMP GET requests to the sensors' designated OIDs
in order to retrieve battery-related data. The sensors
promptly reply with the requested information,
encompassing critical details such as voltage, current,
temperature, and other pertinent parameters.

Data Analysis: The SNMP manager undertakes the
task of processing the accumulated data, engaging in
thorough analysis to identify recurring patterns and
detect any irregularities. Utilizing specialized
algorithms, the manager computes averages, compares
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values against predefined thresholds, and assesses the
overall health status of the battery.

Alert Generation and Notifications: Drawing upon the
processed data, the SNMP manager initiates the
creation of alerts or notifications. If any parameter
surpasses a predefined threshold or if an aberrant
pattern is discerned, the manager triggers SNMP traps.
These SNMP traps serve as asynchronous messages
designed to promptly notify administrators or
monitoring software of the encountered issue.

Monitoring Software Interface: The monitoring
software interface offers administrators an accessible
platform for real-time monitoring of battery
parameters, review of historical data, and examination
of alerts. Administrators can also utilize this interface
to configure settings, access event logs, and manage
the system remotely, enhancing overall system control
and efficiency.

Integration and Scalability:

The architecture is designed to be easily integrated into
existing network infrastructure. It can be scaled to
accommodate multiple UPS units and sensors, making
it suitable for organizations with diverse and
distributed  systems. The SNMP protocol's
standardized communication ensures compatibility
with various devices and platforms.

Security Considerations:
including encryption,
authentication, and access controls, are implemented

Security measures,

to protect sensitive battery data and ensure that only
authorized personnel can access and manage the
system.

The system architecture described above provides a
comprehensive overview of how SNMP-based remote
monitoring is employed to manage UPS batteries
effectively. By leveraging the capabilities of SNMP,
this architecture enables real-time data collection,
analysis, and timely response to battery-related events,
ultimately enhancing the reliability and performance
of critical systems. The specifics of the architecture
may vary based on the organization's needs and the
technologies used.

SNMP Manager and Monitoring Software:

"SNMP Manager and Monitoring Software" is
essential in the context of SNMP (Simple Network

Management Protocol) and plays a crucial role in the
effective management and monitoring of network
devices, including UPS (Uninterruptible Power
Supplies) and their batteries. Let's break down these
two components:

SNMP Manager:

Definition: An SNMP Manager is a central entity or
software application responsible for controlling and
overseeing the monitoring and management of
network devices. It acts as the main point of contact
for communication with SNMP-enabled devices, such
as UPS systems with SNMP capabilities.

Functions:

Device Discovery: SNMP managers can discover
SNMP-enabled devices on a network by sending out
SNMP queries (GET requests) or by receiving SNMP
traps (unsolicited messages) from devices.

Data Collection: SNMP managers use SNMP to collect
data from network devices. This data can include
information about the status, performance, and
configuration of these devices.

Event Handling: SNMP managers process SNMP traps
generated by devices. These traps inform the manager
about specific events or conditions on the network,
such as a UPS battery reaching a critical state.

Alert Generation: Based on the data collected and
events detected, SNMP managers can generate alerts
and notifications. For example, if the battery voltage
of a UPS falls below a certain threshold, the SNMP
manager can trigger an alert to notify administrators.

Configuration: SNMP managers can also configure
SNMP-enabled devices remotely. This includes setting
parameters, updating firmware, or modifying device
settings.

Logging and Reporting: They maintain logs of
network events and can generate reports, helping
administrators track device performance over time.
Monitoring Software:

Definition: Monitoring software, often used in
conjunction with an SNMP manager, is a specialized
application that provides a user-friendly interface for
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administrators to monitor and manage network
devices, including UPS systems and their batteries.

Functions:

Real-Time Monitoring: Monitoring software displays
real-time data from SNMP-enabled devices. For UPS
battery management, this includes information such as
battery voltage, temperature, load levels, and runtime.

Historical Data: It maintains historical data, allowing
administrators to review trends and performance over
time. This can be valuable for making informed
decisions about battery replacements or upgrades.

Alerts and Notifications: Monitoring software receives
alerts and notifications generated by the SNMP
manager. Administrators can configure these alerts to
be delivered via email, SMS, or other communication
channels.

Configuration: Some monitoring software allows
administrators to configure device settings, set
thresholds, and perform remote management tasks
without needing to access the physical devices.

Security: Monitoring software often includes security
features to ensure that only authorized personnel can
access and control network devices.

Reporting: It can generate detailed reports on device
status, performance, and historical data, which can be
useful for compliance, troubleshooting, and capacity
planning.

SNMP managers and monitoring software work
together to enable efficient and proactive management
and monitoring of network devices, including UPS
systems and their batteries. They help ensure the
reliability and availability of critical systems by
providing real-time data, alerting administrators to
issues, and facilitating remote management and
configuration.

CONCLUSION

The proposed SNMP-based UPS battery management
system represents a robust and efficient solution for
ensuring the reliability and availability of critical
power infrastructure. By leveraging the power of
SNMP, this system enables real-time data collection,

proactive monitoring, and remote management of UPS
batteries.

One of the significant advantages of this system is its
ability to provide timely alerts and notifications when
battery parameters deviate from predefined thresholds
or when abnormal patterns are detected. This proactive
approach to battery management empowers
administrators to take pre-emptive actions, preventing
potential downtime and minimizing the risk of costly
battery failures.

Moreover, the SNMP-based UPS battery management
system offers the flexibility of remote configuration,
allowing administrators to fine-tune UPS settings,
conduct tests, and access event logs from virtually
anywhere. This not only streamlines maintenance
procedures but also reduces operational costs
associated with on-site visits.

Additionally, the system's data analysis capabilities,
powered by algorithms and trend analysis, facilitate
informed  decision-making  regarding  battery
replacement, maintenance schedules, and system
upgrades. This data-driven approach enhances the
overall reliability and longevity of the UPS
infrastructure.

Furthermore, the user-friendly monitoring software
interface offers administrators an intuitive platform for
accessing real-time battery parameters, historical data,
and alerts. This interface simplifies system
management, ensuring that critical power
infrastructure remains in optimal condition.

In a world where uninterrupted power is paramount for
critical applications and industries, the SNMP-based
UPS battery management system stands as a vital tool
for safeguarding against unforeseen power
interruptions. Its ability to monitor, analyse, and notify
administrators of battery status and potential issues
ensures that critical systems remain operational,
minimizing the risk of downtime and its associated
financial and operational consequences. Overall, the
adoption of this system represents a prudent
investment in the reliability and resilience of critical
power infrastructure.
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