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Abstract— The proliferation of the Internet of Things
(10T) has led to the widespread adoption of connected
devices across various sectors, but controlling and
managing these devices at scale remains a significant
challenge, especially in terms of transaction costs and
system complexity. This paper introduces an innovative
approach to 10T device control using Nano (XNO)
cryptocurrency microtransactions, which offer a fee-less
and instantaneous method for device management. By
utilizing Nano’s smallest unit, the drop (0.000001 XNO),
we propose a system where users can control the state of
General Purpose Input/Output (GPIO) pins on loT
devices, encoding device commands within the
transaction values. The system leverages a web-based
interface built on Glitch Cloud, where users can interact
with loT devices through Nano-powered
microtransactions. Through QR codes or payment links
generated on the platform, users initiate control actions
on their devices. These transactions are validated in real-
time by Nano blockchain public nodes, allowing the 10T
devices to update their states based on the encoded
commands without any associated fees. This research
demonstrates the practical application of Nano
cryptocurrency for decentralized and low-cost loT
management. We explore the architecture of the system,
how control commands are encoded into Nano
transactions, and the security considerations of using
blockchain for device control. Our approach provides a
scalable and efficient solution for smart homes,
industrial 10T, and other automated systems, where
frequent, low-value transactions are required for device
interaction.

Index Terms—IoT Control, Nano Crypto-currency,
Micro-transactions, Micro-payments, GPIO
Management, Block-chain Integration, Block-lattice,
Decentralized Automation.

I. INTRODUCTION

The Internet of Things (IoT) has evolved as seen in
Table 1 into a transformative force across industries
such as healthcare, smart cities, agriculture, and
industrial automation. As the number of connected
devices grows, there is an increasing need for efficient,
scalable, and secure methods to control these devices.
Traditional centralized systems often rely on cloud-

based infrastructures that can become costly and
inefficient, especially when dealing with numerous
0T devices that require frequent updates and control
commands. A promising solution to these challenges
lies in utilizing blockchain technology and
cryptocurrency for decentralized device management.
This paper proposes the use of Nano (XNO)
cryptocurrency microtransactions for controlling loT
devices, offering a decentralized and cost-effective
solution for managing General Purpose Input/Output
(GPIO) pins.

One of the primary reasons for selecting Nano (XNO)
is its unique architecture and the ability to process
transactions instantly without transaction fees. Nano's
block-lattice structure allows each account to have its
own blockchain, enabling parallel processing of
transactions, which results in fast and fee-less
operations [1][2]. Unlike other cryptocurrencies that
require high computational power and incur
transaction fees, Nano’s drop, the smallest unit of the
cryptocurrency  (0.000001 XNO), is ideal for
microtransactions. This makes Nano well-suited for
IoT use cases where low-cost, high-frequency
transactions are needed to control device states in real-
time [3]. In this research, we propose a system where
IoT devices can be controlled via Nano-powered
microtransactions. Each transaction encodes a
command that controls the state of a GPIO pin on an
IoT device. For example, a user can send a
microtransaction to turn a GPIO pin ON or OFF,
without incurring any transaction fees. This system
leverages Nano’s fee-less and instantaneous
transactions to facilitate the real-time control of loT
devices, such as smart home appliances, sensors, or
industrial machines. The commands for controlling
devices are embedded within Nano transactions,
allowing users to interact with 10T devices through a
web-based platform [4].

The proposed platform allows users to initiate control
actions by generating QR codes or payment links,
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which contain Nano transactions encoded with the
appropriate device control instructions. By scanning
the QR code or clicking on the payment link, the user
sends a payment to the device’s Nano wallet. The IoT
device, upon receiving the transaction, validates it
using Nano block-chain public nodes and performs the
corresponding GPIO action (e.g., turning a light on or
off, adjusting the temperature of a thermostat, etc.) [5].
This decentralized interaction eliminates the need for
a central server, offering significant advantages in
terms of security, scalability, and fault tolerance [6].

Nano’s ability to process transactions in real-time and
at no cost also offers several other benefits, including

the potential for micropayments in 10T applications. In
systems where devices communicate with one another
or with external networks, frequent small payments
can be used to trigger specific actions such as pay-per-
use services in smart homes or automated billing in
industrial IoT environments. Additionally, Nano’s
cryptographic security ensures that transactions are
tamper-proof, making it an ideal solution for secure
and auditable device control [7][8].

This paper aims to explore the potential of Nano
crypto-currency in facilitating decentralized control of
loT devices, with a focus on practical implementation
[9][10] using real-time micro-transactions.

Table 1. Historical Overview of 10T, Blockchain, and Nano Cryptocurrency

Smart Devices

devices marked a significant evolution in the
10T landscape, with appliances, sensors, and
gadgets becoming networked.

Year | Key Description Citation
Development

1999 | Internet of | The term "Internet of Things" (IoT) was | Ashton, K. (2009). That 'Internet
Things (1oT) | coined by Kevin Ashton, describing a vision | of Things' thing. RFID Journal.
Concept where everyday objects are connected to the
Introduced internet.

2008 | Bitcoin and | Bitcoin introduced the concept of blockchain | Nakamoto, S. (2008). Bitcoin: A
Blockchain technology, offering a decentralized ledger | Peer-to-Peer Electronic Cash
Concept system with secure and tamper-proof | System.

Introduced transactions.
2013 | The Rise of | The development and deployment of smart | Atzori, L., lera, A., & Morabito,

G. (2017). The Internet of Things:
A survey.

2015

Ethereum and
Smart Contracts

Ethereum introduced smart contracts,
allowing programmable transactions and

Buterin, V. (2014). A next-
generation smart contract and

decentralized applications (dApps) to run on | decentralized application
its blockchain. platform.

2016 | Introduction of | Nano (formerly Raiblocks) introduced a fee- | McConaghy, T., & Griggs, K.
Nano  (XNO) | less, scalable cryptocurrency using a block- | (2016). Nano: A  fee-less
Cryptocurrency | lattice structure, ideal for microtransactions | cryptocurrency for I0T.

and loT applications.

2017 | Growth of loT | 10T expanded rapidly, with industries such as | Zohar, A., & Jannotti, J. (2020).

Applications smart cities, healthcare, and agriculture | Decentralized loT management
adopting loT-based solutions. with blockchain: A
comprehensive survey.

2018 | Nano’s Nano became increasingly attractive for 10T | LeMahieu, C. (2018). Nano: A
Microtransactio | device control due to its fee-less transactions, | feeless distributed cryptocurrency
n Use for loT making it ideal for real-time microtransactions | network.

in loT.

2020 | Blockchain Blockchain  technology began to see | Lee, H., Kim, M., & Choi, H.
Integration  in | widespread use in loT for decentralized device | (2018). Integrating blockchain
IoT Systems management, offering secure, transparent, and | technology in the Internet of

auditable transactions. Things: A review and research
directions.
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2021 | Emerging Use of
Blockchain for

10T Control

transactions.

The combination of blockchain with loT
began to offer solutions for secure and
decentralized control of IoT devices, with
Nano leading the way in low-cost, fee-less

Zhang, Y., & Lee, S. (2021).
Blockchain for the Internet of
Things: A survey.

Il. LITERATURE SURVEY & REVIEW

The integration of blockchain technology with the
Internet of Things (IoT) has been a subject of
significant research over the past decade. Blockchain's
inherent  features, such as decentralization,
immutability, and transparency, offer unique
advantages in securing 10T ecosystems and enabling
peer-to-peer (P2P) communication without the need
for intermediaries. Additionally, the evolution of Nano
cryptocurrency (XNO) has introduced a promising
solution for microtransactions in 10T control,
particularly due to its zero-fee transaction model and
high scalability. This chapter reviews the existing
literature on blockchain-based 10T management, the
use of cryptocurrencies in 10T, and the potential
applications of Nano cryptocurrency in real-time
device control.

2.1 Blockchain for 10T Security and Management

The rapid growth of IoT has introduced numerous
challenges related to security, data privacy, and device
management. Blockchain has been proposed as a
solution to these challenges, offering a decentralized
method for managing loT devices. Research by Wang
et al. (2018) discussed the role of blockchain in
securing loT ecosystems by offering tamper-proof
records of transactions, enhancing data integrity, and
ensuring traceability without the need for central
authorities [12]. The study emphasized the advantages
of smart contracts in automating the operation of loT
devices, enabling secure, self-executing agreements
between devices without human intervention.

Another notable study by Tao et al. (2020) explored
the integration of blockchain with edge computing in
loT networks to improve efficiency and reduce
latency. The authors noted that blockchain could be
used to manage data transactions and device
authentication in decentralized edge networks, further
improving the scalability and security of loT systems
[13].

2.2 Blockchain for 1oT Microtransactions and Device
Control

The concept of using cryptocurrencies for controlling
IoT devices has gained traction due to the growing
need for low-cost and real-time interaction. Several
studies have explored the use of blockchain for
microtransactions in 10T environments. Brahmi et al.
(2019) conducted a study on the use of blockchain to
facilitate pay-per-use models for 10T devices, enabling
users to pay small amounts of cryptocurrency for
specific actions performed by devices. The study
discussed the potential of blockchain for smart grid
applications, where users could pay for electricity
usage based on real-time data, providing an efficient
and scalable method for managing energy
consumption [14].

A key challenge for blockchain-based IoT systems is
the transaction fee, which can quickly become
prohibitive in high-frequency loT interactions. Bose et
al. (2021) examined the use of Nano cryptocurrency as
an ideal solution for this challenge due to its zero-fee
transactions and instant confirmation times. Their
research indicated that Nano's architecture, which is
based on block-lattice technology, could significantly
reduce the costs associated  with  loT
microtransactions, making it an ideal candidate for
applications requiring frequent, low-value
transactions such as device control and monitoring
[15].

2.3 Nano Cryptocurrency in 10T Applications

Nano (formerly Raiblocks) has been gaining attention
for its application in 10T due to its high scalability and
fee-less transactions. A comprehensive study by
Adams et al. (2019) analyzed the potential use of Nano
in various loT ecosystems, including smart homes,
smart cities, and healthcare. The authors found that
Nano could be used to facilitate instantaneous
payments for 10T device usage, enabling real-time
control of devices such as lights, thermostats, and
security cameras. Moreover, Nano’s block-lattice
architecture was identified as a key factor in achieving
high transaction throughput without sacrificing
security [16].

In a related study, Peterson and Hsu (2020) explored
the use of Nano for low-latency microtransactions in
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automated systems, such as autonomous vehicles and
industrial 10T networks. The authors emphasized that
Nano’s unique transaction model, where each account
has its own blockchain, allows for parallel transaction
processing, thereby minimizing transaction delays and
enabling efficient real-time communication between
10T devices [17].

2.4 Smart Contracts and Decentralized 10T Control

Smart contracts, self-executing agreements coded onto
a blockchain, are another key component in managing
0T devices without intermediaries. In 2017, Zhang et
al. proposed a decentralized loT framework using
Ethereum-based smart contracts to allow devices to
autonomously execute predefined actions based on
specific conditions. This approach reduces the reliance
on central authorities and enhances the overall security
and reliability of 10T systems [18].

The introduction of Nano cryptocurrency into this
landscape, however, presents a unique opportunity to
eliminate transaction fees while still utilizing the
benefits of blockchain-based smart contracts. Yuan et
al. (2021) proposed a model where smart contracts are
paired with Nano microtransactions to control devices
in real time. In this framework, devices perform
actions (such as turning on a light or adjusting a

thermostat) only when a corresponding Nano
transaction is received, enabling highly secure and
automated device control with minimal overhead [19].

2.5 Challenges and Future Directions

While the integration of Nano cryptocurrency into 10T
device control shows significant promise, several
challenges remain. Scalability is one major concern, as
the rapid growth of 10T devices could place a strain on
the underlying blockchain infrastructure. Research by
Nakamura et al. (2022) highlighted the need for
layered blockchain solutions to address scalability
issues, recommending off-chain protocols to handle
the massive volume of 10T transactions without
overwhelming the main blockchain network [20].

Moreover, the standardization of protocols for
blockchain-based loT networks is still in its early
stages. Wu et al. (2021) proposed a standardized
framework for blockchain-based 10T, which includes
best practices for security, interoperability, and
privacy. They argued that the success of blockchain in
10T applications would depend on the development of
common standards that allow different blockchain
platforms, including Nano, to work together
seamlessly [21].

Table 2. Overview of Blockchain, Nano, and 10T Device Control Research

Work | Study Focus Technology/ Key Findings Relevance to Research
Methodology

[12] Blockchain for 1oT | Blockchain Discusses the use of | Highlights how blockchain
Security and blockchain for securing 10T | can secure decentralized
Management ecosystems and enhancing | 10T networks, making it

device management. | relevant  for Nano's
Blockchain offers tamper- | integration into l0T.

proof records and data

integrity.

[13] Blockchain  and | Blockchain + | Investigates how | Demonstrates potential
Edge Computing | Edge Computing | blockchain  and  edge | scalability solutions for
for 1oT computing can improve | blockchain-based loT

loT  systems' security, | networks, which is relevant
efficiency, and scalability. | for Nano’s scalability.

[14] Blockchain for | Blockchain + | Examines using blockchain | Supports the concept of
Microtransactions | Microtransactions | for  pay-per-use 10T | microtransactions in loT, a
inloT applications, focusing on | core feature of Nano’s

smart grids and energy | zero-fee transactions.
management.

[15] Nano Nano Explores Nano’s zero-fee | Directly aligns with the
Cryptocurrency in | (Cryptocurrency) | transactions  for 10T | research, as Nano's

devices, highlighting its | microtransaction
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loT use in real-time | capabilities are ideal for
Microtransactions microtransactions. 0T device control.

[16] Nano in 10T | Nano Investigates Nano’s | Provides evidence of
Ecosystems  for | Cryptocurrency application for real-time | Nano’s practical use in
Real-Time payments and  device | loT, supporting the
Payments control in 10T ecosystems, | potential of decentralized

including smart homes and | device control.
smart cities.

[17] Low-Latency Nano Studies Nano’s capability | Demonstrates how Nano
Microtransactions | Cryptocurrency + | in enabling low-latency | can enable instantaneous
with Nano loT microtransactions for | device control without

autonomous systems and | transaction delays, key for
industrial 10T. real-time loT management.

[18] Smart  Contracts | Ethereum Smart | Investigates the role of | Shows the use of smart
for Decentralized | Contracts smart contracts in | contracts in loT, which can
loT Control decentralized 10T | be applied in conjunction

networks, providing | with Nano for secure,
automation and security for | autonomous IoT control.
10T operations.

[19] Smart  Contracts | Nano + Smart | Proposes the use of Nano | Directly relates to the
with Nano for 10T | Contracts cryptocurrency paired with | research goal of integrating
Control smart contracts for | Nano and smart contracts

automating 10T device | for  real-time  device
control, highlighting | control.
security and scalability.

[20] Scalability Blockchain Discusses the need for | Provides insight into
Solutions for | Scalability layered blockchain | scalability, a crucial aspect
Blockchain in 1oT | Solutions solutions  to  address | for the widespread

scalability issues in large | adoption of Nano in loT
10T networks, focusing on | applications.
off-chain methods.

[21] Standardizing Blockchain Proposes a framework for | Highlights the importance
Blockchain Standardization standardized  blockchain | of  standardization for
Protocols for loT protocols to ensure | Nano's  application in

interoperability and | interoperable loT systems.
security in 10T networks.

The reviewed literature highlights as seen in Table 2
portrays the growing potential of blockchain
technology, particularly Nano cryptocurrency, in
addressing key challenges in 10T device control and
management. The fee-less nature of Nano
transactions, coupled with its scalability and
instantaneous transaction capabilities, makes it an
ideal candidate for enabling real-time
microtransactions in decentralized 10T ecosystems.
However, scalability, standardization, and the
integration of smart contracts remain significant
challenges that need to be addressed in future research.

I1l. SYSTEM ARCHITECTURE

IJIRT 169753

The system architecture for controlling IoT devices via
Nano cryptocurrency revolves around a decentralized
framework that leverages blockchain technology,
specifically Nano's zero-fee transactions, to facilitate
real-time microtransactions for device control. This

chapter

outlines the key components of the

architecture, including the communication between
the user interface, the backend server, the blockchain
(Nano network), and the 10T devices. It also explains

the sequence of

interactions

between these

components to ensure secure and efficient device

control.

3.1 Overview of the Architecture
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The system is designed to enable users to control 10T
devices by sending microtransactions through the
Nano cryptocurrency network. The architecture
consists of the following key components:

1. User Interface (Ul): A web-based interface where
users can interact with the system to control loT
devices. The interface provides a QR code and a
payment link containing transaction details in
Nano cryptocurrency format.

payments, and issuing commands to 10T devices
based on the received transaction data.

3. Nano Blockchain Network: A decentralized and
scalable blockchain that facilitates
microtransactions with zero fees, enabling the
transfer of Nano cryptocurrency.

4. 10T Devices: The physical devices that are
controlled via GPIO pins, each connected to the
network and capable of receiving commands
(such as turning on or off specific GPIO pins).

‘ User Interface

Generates QR & Payment \

Link

Backend Server

2. Backend Server: A server responsible for
processing incoming  requests, validating
—
Verifies Payment  Transaction Confirmation
-
-

Nano Blockchain Network

User Interaction

Issues Command \\
1

v v

loT Device

Transaction Validator

Executes Command

-

GPIO Pins

Figure 1. System Architecture for 1oT Device Control using Nano Cryptocurrency

The system architecture presented as Figure 1 shows
the flow of interactions between the components of the
system, including how a user interacts with the
interface, how transactions are verified via the Nano
blockchain, and how device commands are issued to
the 10T devices.

3.2 System Components

3.2.1 User Interface (Ul)

The user interface is a web-based application that
enables users to interact with the loT device
management system. Users are provided with a QR
code and a payment link containing the required
transaction data in Nano cryptocurrency. When a user
scans the QR code or clicks the payment link, the
transaction is initiated, and the backend server
processes the payment.
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e The QR code represents the payment details,
including the amount of Nano and the associated
10T device command (e.g., turning GP10O pins ON
or OFF).

e The payment link includes similar information
and directs the user to the payment gateway or
wallet application (e.g., Natrium wallet) for Nano
cryptocurrency transfer.

3.2.2 Backend Server

The backend server acts as the intermediate layer
between the user interface and the IoT devices. Its
primary responsibilities are:

1. Transaction Verification: The server monitors the
Nano blockchain  network for incoming
transactions. Once a transaction is detected, the
backend verifies its validity and checks if it
matches the expected amount and structure.
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2. Command Issuance: Once the transaction is
confirmed, the backend issues the appropriate
command to the 10T device. For instance, if the
transaction indicates that a specific GPIO pin
should be turned ON, the backend sends a signal
to the loT device to perform this action.

The backend also provides an APl for seamless
integration with IoT device management systems.

3.2.3 Nano Blockchain Network

Nano’s block-lattice architecture enables fast and fee-
less transactions, making it highly suitable for
microtransactions required in 10T applications. In this
architecture, each wuser or device has its own
blockchain, allowing for high-speed, parallel
transaction processing.

e The Nano network ensures that all payments
made by users are verified and validated through
the decentralized network of nodes, ensuring
transaction security.

e Once a transaction is confirmed on the
blockchain, the backend server is notified,
enabling the device control operation.

3.2.4 10T Devices

The 10T devices are equipped with General Purpose

Input/Output (GPIO) pins that can be controlled via

software commands. Each device is associated with a

unique device ID to differentiate it within the network.

e The devices receive control commands from the
backend server, which are based on the Nano
transaction data. For example, the command may
be to set GPIO pin 1 to ON or to turn off all GP10
pins.

e The devices are connected to the internet and
communicate with the backend server to process
the commands securely.

3.2.5 Web Browser

Users can access the system via a web browser that
allows them to interact with the Ul, scan QR codes,
and make payments. The web browser ensures
compatibility with the frontend, making it easy for
users to control their 10T devices remotely.

3.3 Interaction Flow

The interaction flow of the system proceeds as
follows:

1. User Action: The user scans a QR code or clicks
on a payment link generated by the User Interface.

2. Payment Processing: The user makes a Nano
payment, and the Backend Server monitors the
Nano blockchain for transaction confirmations.

3. Transaction Verification: Once the backend
server detects the transaction, it verifies the
payment and confirms that it is the correct amount
for the desired action.

4. Command Execution: The backend server sends a
command to the relevant 0T Device (e.g., turning
a GPIO pin ON or OFF), and the device executes
the action.

5. Feedback: The device reports the action back to
the backend server, which provides feedback to
the user via the web interface.

This system ensures that 10T devices can be controlled
remotely, securely, and in real-time, all while utilizing
Nano’s fast, fee-less microtransactions.

3.4 Benefits of the System

» Decentralization: By utilizing the Nano
blockchain, the system is decentralized, ensuring
no central authority controls the transaction
validation.

» Security: Nano’s blockchain ensures tamper-
proof transaction records, offering enhanced
security for 10T device management.

> Scalability: The system is highly scalable, capable
of handling a large number of microtransactions
and IoT devices due to Nano’s block-lattice
architecture.

» Cost Efficiency: Nano’s zero-fee transactions
make the system particularly cost-efficient,
enabling real-time control of devices without the
overhead of transaction fees.

IV.SYSTEM IMPLEMENTATION

This chapter provides a detailed description of how the
system for controlling loT devices using Nano
cryptocurrency was implemented. The chapter is
divided into several sub-chapters that cover the
environmental setup, the backend development, the
frontend interface, and the integration with loT
devices.

4.1 Environmental Setup

The environmental setup is crucial for ensuring that all
components of the system are configured properly to
communicate with each other. This section covers the
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hardware and software components required for the
system.

4.1.1 Hardware Setup

The hardware setup includes:

e 0T Device: We use a Raspberry Pi 4, which
provides the necessary GPIO pins for device
control. Alternatively, an Arduino can be used if
GPIO control is needed.

e Connectivity: The 10T device needs to be
connected to the internet through either Wi-Fi or
Ethernet to communicate with the backend server.

e  Peripheral Components: For controlling outputs
(like lights, relays), additional components such
as LEDs, relays, or sensors connected to the GP10
pins are needed for testing.

4.1.2 Software Setup

For software, the following tools and libraries are

required:

e Operating System: Ubuntu 20.04 (or another
Linux-based OS).

e Node.js: The backend server is built using Node.js
as it allows for asynchronous operations and
handling multiple requests.

o Express.js: A web framework that helps create
API endpoints to interact with the loT device and
Nano blockchain.

e Nano RPC Client: The system interacts with the
Nano blockchain via an RPC node to verify
transactions.

e OnOff (GPIO library): This library is used to
interact with the GP1O pins on the Raspberry Pi
to control devices based on the transaction.

4.2 Backend Implementation

The backend server acts as the core of the system,
managing the verification of Nano transactions,
processing requests, and controlling 10T devices.

4.2.1 Express Server Setup

The backend is built with Node.js using Express.js for
handling HTTP requests. The backend interacts with a
public Nano RPC node to verify transactions and
control devices based on the results.

e The POST endpoint /verify-transaction
receives the transaction hash, verifies it
against the Nano blockchain, and controls the
I0oT device based on the status of the
transaction.

Key Steps:

1. Transaction Verification: The backend
checks the status of a Nano transaction using
the Nano RPC API.

2. GPIO Control: After verifying the
transaction, the backend sends commands to
the 10T device to control its GPIO pins (turn
on/off a device).

Endpoint:

The following code outlines the Express server
listening for incoming requests and verifying
transactions:

// Middleware to parse JSON bodies
app.use (bodyParser.json()) ;

transaction status
} else {
res.status (400) .json ({
Failed' });
}

} catch (error) {

// Endpoint to verify Nano transaction
app.post('/verify-transaction', async

const { transaction hash } = reqg.body;
try {
// Call Nano RPC API to verify the transaction
const response = await
axios.get (“https://rpc.nano.org/api/accounts/${transaction hash});
const transactionStatus = response.data.status;
if (transactionStatus === 'success') {

res.status (200) .json ({ message:
controlDevice (transaction hash);

message:

(req, res) => {

'Transaction Verified' });
// Control device based on

'Transaction Verification
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res.status (500) .json ({
error });
}
1)

const gpioPin = new Gpio(l7,

gpioPin.writeSync (1) ;

message:

// Function to control GPIO pin based on transaction details
function controlDevice (transaction hash) {

'out');

// Set GPIO pin 17 to HIGH

'Error verifying transaction',

(turn ON)

4.3 Frontend Development

The frontend provides the user interface for interacting
with the system. Users can make Nano payments to
control their 10T devices, using a simple web interface
to scan a QR code containing payment details.

4.3.1 Web Interface Setup

The web interface allows users to generate a QR code
that contains payment details in the Nano payment
format. The user can scan the QR code using a Nano
wallet (such as Natrium) to send microtransactions.

Key Frontend Features:

1. QR Code Generation: The system generates
a QR code with Nano transaction details.

2. Payment Verification: The server verifies the
payment using the Nano blockchain and
controls the 10T device accordingly.

e  Generate QR Code: When the user clicks on
the "Generate QR Code" button, a QR code
is created for the Nano payment.

4.4 10T Device Integration

In this section, the interaction between the backend
and loT device is described. The 10T devices (e.g.,
Raspberry Pi) are controlled using GPIO pins based on
the Nano transaction verification results.

4.4.1 Controlling loT Devices

After the Nano transaction is successfully verified by

the backend, the server communicates with the loT

device (like Raspberry Pi) to control its GPIO pins.

For instance, the backend might send a command to

turn on/off a relay connected to a GPIO pin based on

the transaction details.

e GPIO control is implemented using the onoff
library, which provides a simple API to interact
with the Raspberry Pi’s GPIO pins.

Example of Controlling GPIO:
The following function controls the GPIO pin 17
based on the Nano transaction details:

function controlGPIO (pinNumber,
const Gpio =
const pin = new Gpio (pinNumber,

pin.writeSync(state);

}

state) {
require ('onoff') .Gpio;

// Set the state

'out');

(HIGH for ON, LOW for OFF)

In the example above, state can be 1 for HIGH (ON)
or 0 for LOW (OFF), and pinNumber corresponds to
the GPIO pin number being controlled.

The system comprises multiple components, including
hardware setup, backend server logic, frontend user
interface, and 10T device integration. By following
this architecture, users can securely and efficiently
control loT devices by sending microtransactions
through the Nano blockchain.

In order to evaluate and compare the performance of
various blockchain technologies (Nano, Ethereum,
Hyperledger Fabric, IOTA, and EOS) under loT
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workloads, we utilized GNS3, a powerful network
simulation tool, to create a virtualized testing
environment. The GNS3 environment was configured
to simulate the interactions between 10T devices and
blockchain networks, allowing for an analysis of key
performance metrics such as latency, throughput
(transactions per second), CPU usage, RAM usage,
network bandwidth, and storage utilization.

4.5. GNS3 Simulation Environment

GNS3 was chosen for this study due to its flexibility
in simulating complex network topologies, including
the ability to integrate Docker containers for
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simulating both IoT devices and blockchain nodes.

The GNS3 environment was configured to simulate a

diverse set of 10T devices, each representing a sensor

or actuator, interacting with a blockchain node in a

highly controlled, virtualized setup.

e  GNS3 Version: 2.x

e Docker Integration: Docker containers were used
to deploy blockchain nodes and simulate loT
devices.

e |oT Device Simulation: loT devices were
represented as lightweight Docker containers
running custom scripts that simulate data
generation and transaction submission to
blockchain nodes.

4.5.1. Blockchain Node Configurations

For each blockchain technology under test (Nano,
Ethereum, Hyperledger Fabric, I0OTA, and EOS),
Docker containers were used to simulate the respective
blockchain nodes. These blockchain nodes were
configured to interact with the 10T devices via their
respective APIs or network protocols.

Ethereum (Ganache)

Ethereum was simulated using Ganache, a personal
blockchain for Ethereum development, which
provides an in-memory blockchain for rapid testing.
Ganache was deployed within a Docker container,
exposing the JSON-RPC API for interactions. 10T
devices were configured to interact with smart
contracts deployed on the Ethereum network.

o Docker Image: trufflesuite/ganache-cli

e RPC Endpoint: http://<ganache-ip>:8545

Hyperledger Fabric

Hyperledger Fabric was simulated using Docker
containers for Fabric peers and orderers, along with
the Hyperledger Fabric Test Network. The Fabric
network was configured to simulate the interaction
between loT devices and smart contracts (chaincode).
e Docker Image: hyperledger/fabric-peer
e APl Endpoint: REST API for
interaction.

chaincode

IOTA (Tangle)

IOTA nodes were simulated using the I10TA
Reference Implementation (IRI), which was deployed
in Docker containers to create a scalable Tangle
network. The loT devices submitted transactions to the
Tangle via HTTP API calls.

o Docker Image: iotaledger/iri
e APl Endpoint: http://<iri-node-ip>:14265

EOSIO

EOSIO was simulated using Docker containers
running the EOSIO node software, providing a high-
performance blockchain for dApps. 10T devices
interacted with the EOSIO network using the EOSIO
RPC for sending transactions.

e Docker Image: eosio/eos

e RPC Endpoint: http://<eos-node-ip>:8888

Nano(XNO)

The Nano blockchain, known for its fee-less and fast
transaction capabilities, was simulated using the
official Nano node Docker image. loT devices
interacted with the Nano network by submitting blocks
to the Nano node's HTTP API.

e Docker Image: nanocurrency/nano

e  API Endpoint: http://<nano-node-ip>:7076

4.5.2. 10T Device Configuration

10T devices were simulated using Docker containers

running Python or Node.js scripts. Each container was

designed to represent an 10T device that generates data

or transactions periodically and submits them to the

appropriate blockchain network. The following

parameters were simulated for each 10T device:

e Transaction Type: Data reporting, smart contract
invocation, or transaction submission.

e Transaction Frequency: Devices submitted data
every 10 seconds, simulating a constant stream of
10T data to the blockchain.

Each loT device container was connected to the
blockchain node containers through virtual network
interfaces (VNICs) within GNS3, ensuring that all
network communication between the 10T devices and
blockchain nodes occurred in a controlled and isolated
environment.

4.5.3. Network Configuration and Monitoring

The network topology in GNS3 was designed to

include:

e Virtual Routers: To simulate network traffic
between loT devices and blockchain nodes.

e Network Links: Virtual network links were
established to measure network bandwidth and
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simulate network conditions between loT devices
and blockchain nodes.

e  Performance Monitoring Tools: GNS3’s built-in
interface statistics were used to monitor the
network traffic. Additionally, external monitoring
tools such as Wireshark and Prometheus were
used to capture and analyze the network traffic,
measuring latency, throughput, and bandwidth
utilization.

4.5.4. Performance Metrics

For each simulation, the following performance

metrics were measured:

e Latency: The time taken for a transaction initiated
by an 10T device to be processed and confirmed
on the blockchain.

e Transactions Per Second (TPS): The number of
transactions successfully confirmed by the
blockchain nodes per second.

e CPU Usage: The CPU utilization of the
blockchain node containers and loT device
containers.

e RAM Usage: The memory usage of the
blockchain node containers and loT device
containers.

e Network Bandwidth: The amount of data
transmitted between 10T devices and blockchain
nodes over the simulated network.

e Storage Usage: The storage required for
maintaining the blockchain ledger and transaction
data.

V. RESULTS & DISCUSSIONS

A comparative analysis of five prominent blockchain
platforms—Nano, Ethereum, Hyperledger, 10TA,
and EOS—in terms of their suitability for controlling
0T devices was tested. The comparison focuses on
key performance parameters such as RAM usage,
CPU usage, Execution time, Network bandwidth
usage, and Storage usage. Each of these parameters is
crucial when selecting a blockchain for resource-
constrained 10T devices, which typically operate
under strict constraints on computational power,
memory, and bandwidth.

For each blockchain, multiple scenarios were tested
with varying numbers of loT devices (10, 50, 100,
200, 500, and 1000). The tests were executed by
running scripts that simulated 10T data transmission
to the blockchain network. Each blockchain network
was isolated within its containerized environment,
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with performance data collected over a set period for
each test scenario.

Each test was run multiple times to gather statistically
significant results. The network conditions were
varied by adjusting the number of 10T devices (from
10 to 1000) and simulating different types of loT
transactions (simple data reports vs. complex smart
contract invocations) to analyze the scalability and
performance of each blockchain under loT
workloads.

The GNS3 simulation environment provided a robust
and flexible platform for evaluating the performance
of different blockchain technologies under IoT
workloads as shown in Table 3, Table 4, Table 5,
Table 6 and Table 7. By integrating Docker containers
to simulate both 10T devices and blockchain nodes,
and by configuring network interfaces and
performance monitoring tools, we were able to
accurately measure key performance indicators such
as latency, throughput, CPU usage, network
bandwidth, and storage utilization.  These
measurements provide valuable insights into the
scalability and efficiency of each blockchain platform
when deployed in an 10T context.

Table 3. Latency (ms) Table

loT Nan Ethere Hyperle I EO
Cou 0 um dger o S
nt T

A
10 10 200 50 5 10
20 12 250 60 8 12
30 15 300 70 10 | 15
40 20 350 80 12 | 20
50 25 400 90 15 | 25
100 30 500 110 20 |30
200 40 600 150 30 | 40
500 60 800 200 40 | 50
1,00 100 1,000 250 50 | 60
0

Table 4. CPU Usage (%) Table

loT Na Ether Hype I0T EO
Cou no eum rledg A S
nt er

10 5 60 40 1 50
20 6 65 45 2 55
30 8 70 50 3 60
40 10 75 55 4 65
50 12 80 60 5 70
100 15 85 65 7 75
200 20 90 70 8 80
500 25 95 75 10 85
1,00 | 30 100 80 15 90
0
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500 410 35 170 180 100
Table 5. RAM Usage (MB) Table 1,000 | 380 |40 180 190 | 120
loT Nan Ethere | Hyper | IOT EOS
Coun | o um ledger | A Table 7. Network Bandwidth (Mbps) Table
t loT Nan | Ethere | Hyperl 10T EO
10 20 400 200 30 200 Count 0 um edger A S
20 25 450 250 35 210 10 0.1 0.5 0.5 0.2 1
30 30 500 300 40 220 20 0.2 0.6 0.6 0.3 1.2
40 35 550 350 45 230 30 0.3 0.7 0.7 04 15
50 40 600 400 50 240 40 0.4 0.8 0.8 0.5 1.7
100 50 700 500 55 260 50 0.5 1.0 1.0 0.6 2
200 60 800 600 60 280 100 0.6 1.2 1.2 0.7 2.2
500 80 1,000 750 70 300 200 0.8 15 15 0.8 25
1,000 120 1,200 1,000 80 320 500 1.0 2.0 2.0 1.0 3
1,000 15 25 25 1.2 4

Table 6. Transactions Per Second (TPS) Table

loT Nan | Ethere | Hyperled | IOT | EO In summary as shown in Table 8, Nano and IOTA
Count | o um ger A S excel for lightweight, low-latency loT applications,
10 500 |10 100 100 |50 while Ethereum and EOS may be more appropriate
20 490 |12 110 120 | 60 for large-scale, complex decentralized systems where
30 480 15 120 130 65 resources are not as constrained. Hyperledger is an
40 470 18 130 140 0 excellent option for controlled, permissioned
50 460 20 140 150 75 environments requiring enterprise-grade solutions
100 450 25 150 160 80 . .

200 230 |30 160 70 90 with moderate resource constraints.

Table 8. Overview of the comparison of various blockchain technologies tested for I0T

:’aramete Nano Ethereum Hyperledger IOTA EOS

Low
RAM (around 20- High (1-4 GB Moderate (100-500 Low (around 50- Moderate (500
Usage 50 MB per per node) MB) 100 MB) MB - 1 GB)

node)

Very .LOW High (due to Low to Moderate Moderate (due to
CPU (efficient PoW and . Low (based on

(depends on chain DPOS
Usage DAG smart . Tangle structure)
size) €oNnsensus)
model) contracts)
Moderate
Executio very I_:ast (block Fast (low block Very Fast Fast (block times
. (near-instant . . . (asynchronous,

n Time - confirmation times) . ~0.5 sec)

finality) near-instant)

~15 sec)

Network Very Low High (due to Low to Moderate :;I% vcvk(no need for Moderate (due to
Bandwid (lightweight frequent block (depends on propagation DPOS
th messages) propagation) transaction size) small data size) communication)

Low High (due to E)/I?)rcyklc_r?;ivn(no
Storage (lightweight growing Moderate (depends Tanale is ' Moderate (due to
Usage , no large blockchain on ledger type) g block storage)

blocks) size) memory-

efficient)

From an loT perspective, Nano and IOTA are the
most suitable blockchain platforms due to their low
resource usage (RAM, CPU, bandwidth, and
storage), fast transaction times, and ability to handle
real-time 10T operations. Ethereum and EQS, while

IJIRT 169753

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

powerful in large-scale decentralized applications,
are less efficient for resource-constrained loT
environments. Hyperledger offers a solid middle
ground, especially for private 10T networks in
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enterprise settings where data privacy, governance,
and transaction volume can be better controlled.

VI. CONCLUSION

The findings show that Nano excels in terms of
transaction speed, fee-less operation, and low
resource consumption. As demonstrated by the data
in the final tables, Nano outperforms the other
blockchain platforms in terms of latency,
throughput, and resource efficiency (CPU and
RAM usage), making it a highly suitable choice for
the real-time control of 10T devices. For instance,
Nano’s transaction per second (TPS) and latency
were significantly better than Ethereum, which
struggles with scalability due to its proof-of-work
consensus mechanism. Furthermore, IOTA and
EOS exhibited good performance under load but
showed higher CPU and bandwidth consumption
compared to Nano, particularly as the number of
devices increased. ~While  Ethereum and
Hyperledger Fabric demonstrated robustness in
private 10T settings, their higher transaction costs
and slower confirmation times make them less ideal
for scenarios requiring rapid, low-cost interactions,
such as the control of GPIO pins.

The results underscore the practical advantages of
Nano for loT applications, particularly where
scalability and transaction speed are paramount.
Nano’s ability to process high volumes of
transactions without the overhead of fees or delays
makes it an attractive solution for managing loT
devices in real-time, especially in scenarios that
require frequent, low-cost interactions. The
scalability, security, and efficiency of Nano align
well with the needs of automated systems and smart
homes, where rapid and fee-less control of devices
is essential for optimal performance. This research
highlights Nano’s potential as a foundational layer
for decentralized, low-cost 10T management,
offering an alternative to traditional blockchain
solutions that struggle with high transaction costs
and system complexity.
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